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A suspected screenshot of the ransomware attack in Beijing.

‘Ransomware’ victims have paid hackers
nearly $59,000 so far

By Matt Rocheleau

GLOBE STAFF  MAY 15,  2017

The “ransomware” cyberattack that launched Friday has roiled the global tech community, but so far
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has left the culprits with a relatively small payout.

Victims of the worldwide “ransomware” cyberattack had paid nearly $59,000 to the hackers as of

midafternoon Monday, online records show.

US Homeland Security Advisor Tom Bossert cited a similar

figure in a press briefing Monday, saying that less than

$70,000 had been paid. He also said that officials were not

aware of any payments that had allowed victims to recover

data.

Since Friday, the malware — called “WannaCry” — has held

hostage more than 300,000 computers across more than

150 countries worldwide, making it one of the largest

ransomware attacks ever recorded.
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Computers running factories, banks, government agencies, and transport systems were paralyzed by

the attack. Among those hit were Russia’s Interior Ministry, Britain’s National Health Service, and

companies including Spain’s Telefonica and FedEx Corp. in the US.
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200,000 infected
computers, and that
counts as lucky
More than 200,000 computers were rendered

inoperable by the “WannaCry” cyberattack. It

could have been a lot worse.

Here’s how the malware works: It freezes infected computers, greeting users with a pop-up message

saying that the files in the computer have been encrypted or locked.

The message threatens to erase all the files on the computer within seven days unless the user sends

money to the attackers. The message demands $300 if victims pay within three days, and says it must

be paid in the digital currency bitcoin. After three days, the price doubles to $600.

The ransom messages have ordered the money be sent to

one of three bitcoin accounts, also known as bitcoin

addresses or “wallets,” according to RedSocks, a

Netherlands-based cyber security firm, and other experts,

Bitcoin transactions are anonymous, but they are publicly

displayed, so it’s possible to track money going to the three

bitcoin accounts provided by the criminals.

Online records show that as of about 3 p.m. Monday, 227

payments had been made to the three bitcoin accounts linked to the cyberattack.

The amounts paid so far equaled about $58,750.

Monday marks the third day since the attacks were reported, so there are still several days before

victims will face the seven-day deadline threatened in the malware’s message. Another factor that

may explain the low payment totals so far is that many people are unfamiliar with bitcoin, how to buy
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it, and how to send it to someone else.

While the current payout may sound light given the number of victims, the eventual payoff from the

scheme could be hefty. If all 200,000 victims were to pay $300, the hackers would rake in $60

million. If the victims each paid $600, the haul would balloon to $120 million.

Material from the Associated Press was used in this report. Hiawatha Bray of the Globe staff contributed to

this report. Matt Rocheleau can be reached at matthew.rocheleau@globe.com. Follow him on Twitter

@mrochele
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Storms could bring hail and severe winds

Trump proposal relies on claims by religious researchers

Dick Albert, former Channel 5 weatherman, dies

The majority of Harvard’s incoming class is nonwhite

MORE...

Damaging winds, quarter-size hail, and even a tornado are possibilities in Massachusetts today.

MORE...

A proposal by President Trump’s administration would undo the Affordable Care Act’s five-year-old

mandate for birth control coverage.

MORE...

“It’s a huge loss,” said Harvey Leonard. “It’s truly like losing a brother, that’s what I considered him

to be.” 

Harvard’s push to broaden diversity comes as the Trump administration turns its focus on
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In Michelle Carter’s hometown, opinions vary on justice of her sentence

Teamster in Top Chef trial could get jail time for posting on Facebook during
trial

VA Secretary ousts third official at troubled N.H. hospital

In a Malden classroom, a lesson on immigration

Thousands of cyclists take off in first day of the 38th Pan-Mass Challenge

TD Garden to pay $1.65m after teen sleuths claimed it owed $13m

Police disperse hundreds of youths in the North End

MORE...affirmative action policies.

MORE...

Residents who spoke to the Globe were split on whether Carter, now 20, received an appropriate

sentence for urging Conrad Roy III to kill himself.

MORE...

Daniel Redmond, one of four Teamsters on trial, posted an article on the Facebook page, “Support

the Teamster 4,” violating a court order to not speak publicly about the case. 

MORE...

VA Secretary David Shulkin said he was responding to allegations of dangerously substandard care

made by medical staff in a Boston Globe report last month.

MORE...Many economists say drastically cutting immigration hurts the economy for everyone. 

MORE...

More than 5,300 cyclists took off Saturday morning in the 2017 Pan-Mass Challenge, raising money

for patient care and cancer research. 

MORE...

A group of teenagers discovered the venue had failed to live up to its obligations to hold three fund-

raisers a year to benefit the Department of Conservation and Recreation.

State Police spokesman David Procopio said Boston police requested Massachusetts State Police assistance with
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He thought he was dying, but highway chief paved his own road to salvation

Mother of Conrad Roy III seeks $4.2m in wrongful death suit against Michelle
Carter

In the Michelle Carter case, the eyes have it

State agrees with Trump administration to delay long-awaited water pollution
rules

Lawbreakers or just really lucky? Mass. has more repeat lottery winners than
any other state

‘When are you doing it?’ Read the Carter case texts

Mass. health insurers uneasy over Trump’s threat to cut subsidies

MORE...dispersing between 500 and 1,000 youths.

MORE...

Tom Tinlin needed a lot of things to go his way when a blood vessel in his brain burst in April.

Fittingly, one of them was traffic.

MORE...

Lynn Roy says she is seeking damages “caused by the defendant’s negligence and wanton and

reckless conduct.”

MORE...

Judge Lawrence Moniz took great pains to explain that his job was to find that delicate balance

between rehabilitation and punishment.

MORE...

A landmark plan to curb pollution in lakes, rivers, and streams throughout Massachusetts has been

delayed for at least another year.

MORE...

Some people redeem so many winning tickets that they raise questions about the integrity and

oversight of the $5 billion state lottery.

MORE...

Text messages released in the case show Michelle Carter becoming increasingly aggressive in

pressuring Conrad Roy III to commit suicide. 

https://www.bostonglobe.com/metro/2017/08/03/dying-aneurysm-highway-chief-paved-road-his-own-salvation/SQBakr7AhXGlTmQFWjJaGN/story.html?p1=Article_Recommended_ReadMore_Pos12
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/03/michelle-carter-case-eyes-have/IRQ6bGJOMhZon7BpgNUMtO/story.html?p1=Article_Recommended_ReadMore_Pos14
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/06/08/when-are-you-doing-read-latest-texts-michelle-carter-case/Ei7L2NXVxXozc6T7MU29BJ/story.html?p1=Article_Recommended_ReadMore_Pos17
https://www.bostonglobe.com/metro/2017/08/03/dying-aneurysm-highway-chief-paved-road-his-own-salvation/SQBakr7AhXGlTmQFWjJaGN/story.html?p1=Article_Recommended_ReadMore_Pos12
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/03/michelle-carter-case-eyes-have/IRQ6bGJOMhZon7BpgNUMtO/story.html?p1=Article_Recommended_ReadMore_Pos14
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/06/08/when-are-you-doing-read-latest-texts-michelle-carter-case/Ei7L2NXVxXozc6T7MU29BJ/story.html?p1=Article_Recommended_ReadMore_Pos17
https://www.bostonglobe.com/metro/2017/08/04/mass-health-insurers-uneasy-over-trump-threat-cut-subsidies/GkUtOKaUIGsUjnwtwEyUUO/story.html?p1=Article_Recommended_ReadMore_Pos18
https://www.bostonglobe.com/metro/2017/08/04/police-disperse-hundreds-youths-north-end/wtQYZD0mzP9ITBLgLKTBOP/story.html?p1=Article_Recommended_ReadMore_Pos11
https://www.bostonglobe.com/metro/2017/08/04/police-disperse-hundreds-youths-north-end/wtQYZD0mzP9ITBLgLKTBOP/story.html?p1=Article_Recommended_ReadMore_Pos11
https://www.bostonglobe.com/metro/2017/08/03/dying-aneurysm-highway-chief-paved-road-his-own-salvation/SQBakr7AhXGlTmQFWjJaGN/story.html?p1=Article_Recommended_ReadMore_Pos12
https://www.bostonglobe.com/metro/2017/08/03/dying-aneurysm-highway-chief-paved-road-his-own-salvation/SQBakr7AhXGlTmQFWjJaGN/story.html?p1=Article_Recommended_ReadMore_Pos12
https://www.bostonglobe.com/metro/2017/08/03/dying-aneurysm-highway-chief-paved-road-his-own-salvation/SQBakr7AhXGlTmQFWjJaGN/story.html?p1=Article_Recommended_ReadMore_Pos12
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/04/mother-conrad-roy-iii-seeks-wrongful-death-suit-against-michelle-carter/me1NraKa2NqdyZb5HECC8I/story.html?p1=Article_Recommended_ReadMore_Pos13
https://www.bostonglobe.com/metro/2017/08/03/michelle-carter-case-eyes-have/IRQ6bGJOMhZon7BpgNUMtO/story.html?p1=Article_Recommended_ReadMore_Pos14
https://www.bostonglobe.com/metro/2017/08/03/michelle-carter-case-eyes-have/IRQ6bGJOMhZon7BpgNUMtO/story.html?p1=Article_Recommended_ReadMore_Pos14
https://www.bostonglobe.com/metro/2017/08/03/michelle-carter-case-eyes-have/IRQ6bGJOMhZon7BpgNUMtO/story.html?p1=Article_Recommended_ReadMore_Pos14
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/state-agrees-with-trump-administration-delay-long-awaited-water-pollution-rules/MRRteXJD2G195XKNVkXFqN/story.html?p1=Article_Recommended_ReadMore_Pos15
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/08/03/lawbreakers-just-really-lucky-mass-has-more-repeat-lottery-winners-than-any-other-state/UD2CzeJHJl5lO8R2WXftBN/story.html?p1=Article_Recommended_ReadMore_Pos16
https://www.bostonglobe.com/metro/2017/06/08/when-are-you-doing-read-latest-texts-michelle-carter-case/Ei7L2NXVxXozc6T7MU29BJ/story.html?p1=Article_Recommended_ReadMore_Pos17
https://www.bostonglobe.com/metro/2017/06/08/when-are-you-doing-read-latest-texts-michelle-carter-case/Ei7L2NXVxXozc6T7MU29BJ/story.html?p1=Article_Recommended_ReadMore_Pos17
https://www.bostonglobe.com/metro/2017/06/08/when-are-you-doing-read-latest-texts-michelle-carter-case/Ei7L2NXVxXozc6T7MU29BJ/story.html?p1=Article_Recommended_ReadMore_Pos17


‘Ransomware’ victims have paid nearly $59,000 to hackers so far - The Boston Globe

https://www.bostonglobe.com/metro/2017/05/15/ransomware-victims-have-paid-nearly-hackers-far/Hc68qIz4nHMkEL7cZTwMgO/story.html[8/5/2017 5:14:00 PM]

Top 10 Trending Articles

Most Viewed

My Account

Manage my Account

Mobile Customer Service

Sign Up For Newsletters

Contact

Help

FAQs

Globe newsroom

Advertise

Social

A cross-country bicycle trip of a lifetime — delayed 40 years

MORE...

State insurers are at risk of losing $132 million in government subsidies next year if President

Trump makes good on his promise to cut off ACA payments.

MORE...

John Sweeney averaged 65 miles a day, mostly along Route 20, a 3,365-mile ribbon of asphalt that

is the longest road in the United States.
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